Remember, Nothing Is100% Secure.

GO WP Care If Government Websites Can Be Hacked, Then So Can Yours.

-_ Get Good WordPress Support.

Please follow these instructions as they go. This is more than a usual checklist.
Note that in case your site is already hacked, it’s already late to do these steps. Get in touch with us.

Let us start with switching admin username and giving it a good password.

Login to your dashboard, Make sure you create a good username. Don't Password is all here. Make sure it is good and strong
and then hover over users so use your First or Last Name. In case youwishto  asyousee in the picture. You won't remember it, but
you can click under “Add New”  publish articles under your name, the easiest and  most of the browsers support saving.
-what we are doing here is safest way would be to create a user which will
adding a new admin user have an “Editor” role. That one is safe. Select Administrator Role and click “Add a user”.
¥ @ Gowpcare support B T G d New User
Dashboard Dashboard e ‘ . - . Log Out, so you can log in using your new username

)f Posts

admin
First Name Edit Profile
No information yet... !

B Media
L. P Last Name
P Comments Website 2 items
M Appearance At a Glance
Password Generate password
A 1 Post
rQHy *&#0UNK BR7KGo ! 3z lcy ® | o Hide | You are now logged out
& Users Strong
& Tools
Setti Profile Send User Notification Send the new user an email about their account. Username or Email Address
Settings
o« Activity |Verycoo|username 2 ‘
£ Role Administrator v
Recently Published Password
u@m seesssssssecssee @l
() Remember Me
Hower over “Users”
and click on “All Users” « .
Remove “admin” username Delete Users

@ Dashboard . . You have specified this user for deletion:
et Dashboar This will save your current content under ' .

Hi
ome e sl anew username.

1D #1: admin

Updates

What should be done with content cwned by this user?
A Posts () Username

No informatio () Delete all content

B Media O admin

e @ Attribute all content to: | VeryCoolUsername (VeryCoolUsername) v
elefp View 5end passwol eset

M Pages

- W
. Comments J VeryCoolUsername

M Appearance At a Glance Com@eletion

& Plugins A 1Post

Add New

Profile

Acty Of course, update passwords for all admin accounts to something secure.

Recently Publ
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O Other Passwords. If you are reading this, you are probably on a shared hosting plan with
a large hosting company that runs on WHM/cPanel. We will use it as an example.

1) cPanel Password 2) Inthe search field, type “password” and click 3) Make sure your password is very strong
Login to your cPanel on “Password & Security” 4) Once you hit change, you will be redirected to login page
1 % 2 3 Id Password
) cPanel ) :
111 New Password
. e o N = i
£ Enter your account password g| | ][] 4 ANAAAERRRRRRRRRRRnnnenSiSSDREERER e ®
D i Pri Strength (Why?)
O [t Very trong (100/100) passuofSpnerstor
e [ Enable Digest Authentication @

Passw‘ SECUFitM User Manager
e Q 4 Success! The browser is now redirecting ...

5 Accounts 6 'EmailAccoums E

List Email Accounts
Search
This feature lets you create and manage email accounts. Want to learn more? Read our documentation (.

0 available 2 used
Login Path Usage / Quota Actions

hello@example.com /homefexampl ... le.com/hello 0/us P Chaﬂssword # Change Quot] ‘ Search Q

fiter: [ resuicted  systemAccount  Exceeded Storage

Page1of 1+

1-30f3

| o) [am= o

Account A @ Domain Restrictions Storage: Used / Allocated /%

e — k6. 168/001% G oot =
. : ‘

Password

Password (Again)

v

strength O > email2@example.com + Unrestricted w‘ © Check Email | | fManage ‘ ‘ [ Connect De. |
Very Weak (0/100) Passwo@enerator > example  Unrestricted 261K/ [ creckemai | [ £manage | [ @ comnectpences |
. 7jAANAGE AN EMAIL ACCOUNT Show/Hide Help @
Special FTP Accounts
Special FTP Accounts are linked to administrative aspects of your hosting account and cannot be deleted. For more information, read the =
Email Account
Type Login Path Usage / Quota Actions ema\l?@examp\e.mm
a example /home/example wliens % Configure FTP Client [ Check Email
[ ] example_logs Jetc/apache?2 ... logs/example 61/=me £ Configure FTP Client
SECURITY
FTP Passwords . ®
5) Insearch field (3) type FTP and open “FTP Accounts”. Clicking on “Change ‘ Xeuv+AzG,| =) ‘ e
Password” will pop options to update the password. Again, 100% strong and Click
“Change Password" This password has a strength of 100, which meets or exceeds the system requirement of 65.

Emall paSSWOde Automatically Create Folders for Plus Addressing @
6) In SearCh ﬁeld (2) type “Email Accounts” open and CliCk on «Managen @ Automatically Create Folders () Do Not Automatically Create Folders

7) Make a100% strong one and click “Update Email Settings” - need to scroll down

You might be asking why email accounts? Short answer, if your email gets i s it
compromised and you have cPanel account bound to it, hackers can easily request

“Forgot password” and get ahold of your cPanel account.
When they have access to it, then nothing is safe.

€ Go Back
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() Before we continue with updates, we must make backups in case something goes bad.
While there are many backup options, we prefer two of them.
The first is All-in-One WP Migration and the second is UpdraftPlus. For this case, we will use All in One.
What is good about All in One is that it takes care of everything at once. It’s a backup solution you would use when you make
a backup that will last. So if your site doesn't have any updates (blog posts, products, etc) on a daily or weekly basis, this one is good.
The downside is maybe you will need a paid version, but it’s worth it if you are doing it all by yourself.

Media
Pages
Comments

Contact

Appearance

K¢ Plugins 3

Installed Plugins

We are going to install a plugin
1) Go to wp-admin > Plugins > add New

()

2) Search for all in one wp migration Click “install now” > Click “Activate” (3))

Recommended

All-in-One WP Migration

Move, transfer, copy, migrate, and
backup a site with 1-click. Quick, easy,

Favorites

[indetyon |

More Details

Keyword v || all in one wp nngra'hon@ |
=R oD

More Details

441 items

WP Mail SMTP by
WPForms

Make email delivery easy for WordPress.
Connect with SMTP, Gmail, Outlook,
SendGrid, Mailgun, Zoho, SES....

3 )

&

. zjd P|Ugins Upload Plugin
Plugins | Add New
Search Results  Featured  Popular
All (9) | Active (6) | Inactive (3) | Recently A D —
‘ Bulk actions v H Apply ]
y
() Plugin Deg ~
(] Akismet Anti-Spam Use O SELEEES
Activate  Delete Akis Ay
Wers &84T}
4+ Million Active Installations
(] All-in-One WP Migration Mig
Deactivate \er
[] Contact Form7 Just
Settings | Deactivate Var

(6,870)

4+ Million Active Installations

All-in-One WP Migration

Move, transfer, copy, migrate, and
backup a site with 1-click. Quick, easy,
and reliable,

By ServMask

Last Updated: 2 hours ago

+ Compatible with your version of WordPress

By WPForms

Last Updated: 2 months ago
v Compatible with your version of WerdPress

More Details

Media
Pages
Comments

Contact

Appearance
£ Plugins 3

Installed Plugins

Settings

4) Go to All in One > Export

Plugins | Adg

I Plugin activated.

All (9) | Active ()

| Bulk actions
() Plugin

Akismet A
Activate D

UJ

All-in-One

Deactivate

d)

2 EXPORT SITE

Find <text- Replace with <anct

* Advanced options [click to exp

EXPORT TO

FILE @

FTP

DROPBOX
GOOGLE DRIVE
AMAZON 53
BACKBLAZE B2
OMNEDRIVE
BOX

MEGA

DGITAL ﬁf:ﬂh
—

5) Click Export To > Flle
6) Once completed, click Download

6

DOWNLOAD EXAMPLE.COM

CLOSE

And that’s how it works. On paid version
you can restore a backup from the server,

but on free we have to export/import.

Next is how:
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Go to Allin One > Import > Click “Import from” so the dropdown will pop

Comments

Contact

.\“ Appearance

£ Plugins @

anize * Mew lolder

V2022 1:20 PM

File name | example.corm saphrd.wphess

When it’s done, on any backup, import/export
itis recommended to update permalinks.
Click on Settings in WP-Admin > Permalinks

. General

© collapse menu Writing
Reading

Discussion

Media

24,774 KB

Permalink Settings
WordPress offers you the ability to ¢

Common Settings
) (Praln

() Day and name

_) Month and name
() Numerie

(@) (Post name

(C) Custem Strueture

Optional

If you like, you may enter custom strf

Category base

Tag base

Select “File”

IMPORT FROM —

FIiEl

No file chosen

Wait for the upload to complete

[ © STOP IMPORT

Click “Proceed”

@

The import process will overwrite your website including the database, media,
plugins, and themes. Please ensure that you have a backup of your data

before proceeding to the next step.

Click “Finish”

Your site has been imported successfully!

= 53Ve perma

tructure. (opens a new window)
i the plugin. {opens a new window)

» Optionally

FINISH) >

Say your original was “Plain”,
what you would dois click on
“Post Name”, Click on “Post Name”,
click “Save” and then go back,
once the page is refreshed,
click “Plain” and click “Save”.

You are all done!
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Now we can safely proceed to updates.

a pop up will display

Let us start with removing unused plugins and themes first. " ;
g piug confirmation, click “OK”.

Go to WP-Admin > Plugins > Installed plugins
Checkmark all the ones that are not in use. Example.com says
From the dropdown select “Delete” and hit “Apply" Are you sure you want to delete this theme?

Click "Cancel’ to go back, "OK to confirm the delete.

o6 B 4+ New

Bulk actions @ l Lpply ] il Cancel

Bulk actions

Activate

Deactivate Go to Appearance > Themes
Update and click on “Theme Details” on

(Delste | atheme thatis notin use.

Enable Auto-updates

Disable Auto-updates

Comments o6 -
— - : . # GowPCare Support 6 Nex
| | All-in-One WP Migration i GowPCare Support ew
Contact Deactivate B Dashboard
WordPress 5.8.3 is available! Please update now.
Appearance M Contact F 7 A Posts
| Contact Form
: _ , 3 Media Themes @ [ Addnew
Plugins 3 Settings | Deactivate
Pages
Install@agins = Comments
|#|) Core Rollback

Add New Activate Delete Contact

Plugin Editor

2 Appearance

[ ] Duplicate Page
Users

[]
[ ]
&~ Tools

Moz

Settings Donate Deactivate

. E £} There is a new version of [
&) All-in-One WP B

Migration

Twenty Nineteen

||} Hello Dolly
- '1 [ 5
Activate Delete Bati S

In the bottom of the popped screen you will see a red
“delete” button. Click it and another confirmation
popup will appear (5)), click “OK”. Repeat for all extra ones.

ample.com says

Are you sure you want to delete the selected plugins and their data?

Cancel
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O we always recommend updating themes and plugins before updating core.
Simply because we saw a lot of outdated plugins on clients'sites.

2) Click “Select All” > “Update Themes”

9 Wait a bit until updates are done.

1) Go to Dashboard > Updates

Please Note: Any customizations you have made 1o theme files will be lost. Please con

Update Themds

Select All

Time for Core WP update.

-.r Twenty Twenty-One
tem swhs o fem e
4) Goto Updates (1))> Click “Update Now”. b | Tou have version 1.2 installed. Update to 1.4,

Once completed, go back to (1)) and hit
“Check again” (5)). This will re-check any
updates that were not available in your
previous WP version. If needed, update again.

4Jupdated version of WordPress is available.
DONE!

The following themes have new versions available. Check the ones you want 10 update 2

3) Go back to updates (1)) and

this time click “Select All” >
“Update Plugins”. Wait a bit
until updates are done.

[v] Duplicate Page
You have version
Compatibility wit

Compatibility wit

Insert Headers 3

- You have version

Compatibility wit
Compatibility wit

[v] TinyMCE Advane
You have version
Compatibility wit

Compatibility wit

)

Select All

Important: Before updating, please back up your database and files. For help with updates, visit the Updating WordPress documentation page. 5 \

You can update from WordPress 5.6.7 to WordPress 5.8.3 manually:

urrent version: 5.8.3

Last checked on January 20, 2022 at 1:42 pm. ﬂ

() SSLinstalation. In most cases, you will already have SSL installed. If not, follow these steps.

1) Go to your cPanel account > Search > SSL/TLS Status.
2) Click on the checkbox next to “Domain” to select everything and click “Run AutoSSL".

|!te Plugins

3) Go to your WordPress dashboard Plugins > Add New and search for “SSL” Plugin called “Really Simple SSL” will pop. Install and activate it.

4) Go to Settings > SSL
5) Apply to enable redirect in .htaccess file and hit save.

()

1

Activity

2/9 SSL/TLS Status \

aes

. | You can use this interface to view the SSL status of your domains. For more information on this in| SE0 @
SEQ

[1 1]

“aa® SECURITY Because some entries contain raw log data, the system may not transiate it into the chosen language o E] s

Search g

Sucuri Security

' SSL/TLS

Showing & of 8 domains

Include Domains during AutoSSL | Exclude 8 Domains from AutoSSL | Run AutoSSL
3 Domain

h Results  Featur
Keyword v | & self-signed

An error occurred|

i ssmtatus
Q

Certificate Stat

DNS DCV:
file at “h
Really Simple SSL m@m 8 examplecom @ ten el
§ nge/SBYPET
No setup required! You only need an SSL More Details By o
certificate, and this plugin will do the o e
8 rest.
By Really Simple Plugins Dl e e

o)

@ Mixed content fixer
@ Enable WordPress 301 redirect

@ Enable 301 htzccess redirect

888

e Stop editing the .htaccess file
@ Fire mixed content fixer with different method
@ Dismiss zll Really Simple SS5L notices

@ Enable High Contrast mode

©

In some cases, you would need a paid certificate. Unless you are a really big ecom site, there is no need for it. If you do need it, contact your hosting
provider.
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Updating wp-admin login URL

Go to wp-admin > Plugins > Add New and search

Go to Wp-admin > Settings > WPS hide login

for “Disable REST API” Install and activate it.

WPS Hide Login

Change wp-login.php to anything you
want.

wul

By WiPServeur, NicolaskKulka, wp

(2,042)

1+ Million Active Installations

When you scroll all the way down, you will
see these options.
Make sure your new url is not something like
login, oradmin or something, but use a good
one.

Once you hitsave, it will tell you new
login and advice you to bookmark

Login url

Redirection url

Last Updated: 1 week ago

v Compatible with your version of WordPress

Need help? Try the support forum. This plugin is kindly brought to you by WP

Writing
More Details

Reading

Discussion
Media
Permalinks

Privacy

°5 Hide Login

Limit Login

rotect you bsi UR s to the wp-login.php page and the admin director
http: //example.com/ | 404
Redirect URL when someone tries to access the wp-login.php page and the wp-admin directory while not logged i

your new URL.
Ecm
Obviously now, you would need to

remove visible login links from the theme.
I Your login page is now here

Disabling the REST APl on WordPress Go to wp-admin > Plugins > Add New and searg’

for “Disable REST API”
Install and activate it.

Disable REST API

Go to Wp-admin > Settings > Disable REST API

Diszble the use of the REST APl on your

350N

website to site users. Now with User Rale
support!

By default, itis activated and that’s it. However,
depending on how your site is made, you might
need to disable some features. The best way to

figure out which ones are set to disable is to open

your site in an incognito window

open site and see if everything works. If not, you

can go back and by using trial and error to figure
out what to enable.

By Dave McHale

(24) Last Updated: 6 months ago

80,000+ Active Installations ¥ Compatible with your version of WordPress

General

Writing

Reading
Discussion
Media If you aren’t sure which way to go with this, then
you should contact your website developer and
ask. if they tell youitisn’timportant get away from

them.

Permalinks

Pri'.«'an,r

http://fexample.com/nologin2/. Bockmark this page!

{anage Rules for Unauthenticated Users

Manage REST API Access Allow Full REST API Access
/ REST APl ROOT
On this website, the REST API root is http://example.com/wp-json/f
/batch/v1
Joembed/1.0
foembed/1.0/fembed
foembed/1.0/proxy
Jcontact-form-7,/v1

contact-forms

contact-forms/(?P<id>\d+=)

contact-forms/(7P <id>\d +)/feedback

ntact-form-7/v1/contact-forms/(2P<id>\d+)/refill

/redirection/v1
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E @ Disabling the XML-RPC on WordPress
Disable XML-RPC Pingback

If you require remote access to WordPress don't do this. Stops abuse of your site's XML-RPC by More Details

Depending on how they are codded, it might stop working. simply removing some methods used by
attackers. While you can use the rest of

¥ML-RPC methods.

Go to wp-admin > Plugins > Add New and search
for “Disable XML-RPC” Install and activate it. That’s it By Samuel Aguilera

RN NI (13) Last Updated: & months ago
70,000+ Active Installations Untested with your version of WordPress

O Let’s move onto security plugins. First one is Sucuri.

1) Go to wp-admin > Plugins > Add New ' _
and search for “Sucuri” Install and activate it. 0 2) Go to Wp-admin > Sucuri

Sucuri Security — Auditing,

Malware Scanner and
Security Hardening

Deactivate

More Details

The Sucuri WordPress Security plugin is a
security toolset for security integrity
maonitoring, malware detection and
security hardening.

By Sucurl Inc.

Wk W W T (360) Last Updated: 4 months ago

800,000+ Active Installations + Compatible with your version of WordPress

3)

“Generate API Key

An AP key is required to activate some additional tools available in this plugin. The keys are free and you can virtually generate an unlimited number of them as long as the domain
name and email address are unigue. The key is used to authenticate the HTTP requests sent by the plugin to an API service managed by Sucuri Inc.

3) First we will need to generate API Key.

Cl ICk th € grey bUtton n th eto p—” ght If you experience issues generating the API key you can request one by sending the domain name and email address that you want to use to info@sucuri.net. Note that

S|de of th e screen generating a key for a website that is not facing the Internet is not possible because the API service needs to validate that the domain name exists.
4) POlep W|” Open WEBSITE: [ example.com
CheCkmark boxes and h|t “Submit". E-MAIL: |VeryC00|Usernarne - UseYourEmail@gowpcare.com

DNS LOOKUPS () Enable DNS Lookups On Startup

I agree to the Terms of Service.

| have read and understand the Privacy Policy.
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O Let’s do a quick setup
7) Go to Wp-admin > Sucuri (2)) > Settings > Alerts

5) Go to Wp-admin > Sucuri (2)) > Settings > Hardening Here is what we have on on, but feel free to add more
In there, click “Apply Hardening” on all except Firewall. alerts which you may prefer.

5,(,,,,“,,,9 Options - Receive email alerts for changes in the settings of the plugin

e ot — - Use WordPress functions to send mails (uncheck to use

T, " : native PHP functions)

- Allow redirection after login to report the last-login
information

- Receive email alerts for available updates

©@

Iz

I

Blck PP Fls i W-NCLUDES Dty === - Receive email alerts for new user registration

©)]
0]

<D

[ o

Remove WordPress Version o
Block PHP Files in Uploads Directory L

Block PHP Files in WP-CONTENT Directory o

Avoid Information Leakage ]

- Receive email alerts for successful login attempts

- Receive email alerts when the WordPress version is updated

- Receive email alerts when your website settings are updated

- Receive email alerts when a file is modified with
theme/plugin editor

- Receive email alerts when a plugin is installed

- Receive email alerts when a theme is installed

Verify Default Admin Account o

Disable Plugin and Theme Editor o

Activate Automatic Secret Keys Updater L]

6) Go to Wp-admin > Sucuri (2)) > Settings > Post-Hack
Scroll down a bit, select Weekly and hit “Submit”

),

1 understand that this cperation cannot be reverted.

Generate New Security Keys -JeCI.I I‘ity AI erts

Automatic Secret Keys Updater — Enabled I . Event
Changing the Secret Keys frequently will decrease the chances of misuse of sessions left open on unprotected devices. £ =
.' #~ Receive email alerts for changes in the settings of the plugin

O & Receive email alerts in HTML (there may be issues with some mail services)

f‘ Use WordPress functions to send mails {uncheck to use native PHP functions)

8) Checklng ﬁles Integrlty must be our favorite featu_re. & Allow redirection after login to report the last-login information

Almost all core WP files, in 99.9% cases remain untoched. m

As hackers use them to explot parts of wp-core, this is a good method to see
if your site is all clean or not. In case scanners comes with files, here is what to do:

When yousee ﬁles, you WOU-|d always want to have them This information will be updated in & hours — Refresh Malware Scan
restored first. Checkmark the files and click “Restore File”

. . . . . WordP Integrity (2
Click “Submit”. The plugin will tell you if the file can be il oL L

restored or not. B File Size Modified At File Path
Once you tried restoring them and they still appear here, O M 1o7x December 17, 2021 11:17 pm -htaccess.bak @
checkmark them and select “Delete File”, hit “Submit”.

F 0B January 19, 2022 11:40 pm wp-includes/index.php

Notice! In some cases, your developer can leave extra
files there. You might even have a seperate .html/.php file @ | understand that this operation cannot be reverted.
in there. Itis a good idea to check with your developer

ACTION: [Mark as Fixed| (1000 O
what you can remove and whatnot. ark as Fi

Or, shoot us a message! Mark as Fixed
Restore File

Delete File
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() Header Security Options

1) Login to your Admin Dashboard and install
HTTP Headers Plugin

1

HTTP Headers

HTTP Headers adds CORS & security More Details

HTTP headers to your website,

By Dimitar Ivanov

TP

b & & & & e

30,000+ Active Installations

Last Updated: 9 manths ago

Untested with your version of WordPress

3) X-Frame-Options: click on “Edit” (2))
In there, select on and from dropdown select
“SAMEORIGCIN” > Hit “Save Changes”

2) Go to Dashoard > Settings > HTTP Headers > Security
Picture below is what we want to achieve

-Frame-Options
X-XsS-Protection
X-Content-Type-Options
Strict-Transport-Security
Referrer-policy
Content-Security-Policy
Cookie security
I Expect-CT
X-DNS-Prefetch-Control

X-Download-Options

[ e
Report-To

Feature-Policy

Pemissions-Policy
Clear-Site-Data
Cross-Origin-Resource-Policy
Cross-Origin-Embedder-Policy

Cross-Origin-Opener-Policy

Value

SAMEORIGIN

1; mode=block

nosniff

max-age=63072000; includesubDomains; preload

strict-origin-when-cross-origin

Status

@eEP®E®

Edit

Edit

max-age=86400, enforce, report-uri="https;//gowpcare.com/report” €ad
Edit

Edit

by-content-type €
Edit

accelerometer none’; camera ‘none’; ullscreen ‘none; geolocation none’; gyroscope none’; microphone none’; payment one’; )
speaker one’; vr ‘none’ =

0. fullscreen=(self), geolocation=0, gyroscope=0, magnetometer=(, microphone=0, midi=(,
payment=(, sync-shr=(), ush=(, xr-spatial-tracking=(

®

‘ame-Options O off
is header can be used to indicate whether or not a browser should be allowed to render a page O"
ina <frame, <iframe> or <object>. Use this to avoid clickjacking attacks

[ sameGRpIN ~ |

Read more at MDN Web Decs

4) X-XSS-Protection: click on “Edit” (2))
In there, select on and from dropdown select
“1; mode=block” > Hit “Save Changes”

X-XSS-Protection o)
This header enables the Cross-site scripting (xSS) ilter builtinto most recent web browsers. It's
usually enabled by default anyway, 5o the role of this header s to re-enable the filte for this

particular website if it was disabled by the user.

off [ 1 mod{Bock v |

on

Read more at MIDN Web Dacs

5) X-Content-Type-Options: click on “Edit” (2))
In there, select on and from dropdown select
“nosniff” > Hit “Save Changes”

C\checkmark “preload” hit “Save Changes”
6

6) Strict-Transport-Security : click on “Edit” (2))
In there, select on and from dropdown
select “2 years” checkmark “includeSubDomains”

O ot

s comectorstothe (@0,
9 and
for

7) Referrer-Policy : click on “Edit” (2))

In there, select on and from dropdown
select “strict-origin-when-cross-origin” >
Hit “Save Changes”

off

errer information, sent in the Referer header, 3

=ro)

-Content-Type-Options QO off
Prevents Internet Explorer and Google Chrame from MIME-sniffing a response away from the On
declared content-type. This also applies to Goagle Chrome, when downloading extensions. This

reduces exposure to drive-by download attacks and sites serving user uploaded content that, by

clever naming, could be treated by MSIE as executable or dynamic HTML fles,

Read more at MDN Web Docs

8) Expect-CT: click on “Edit” (2))

In there, select on and from dropdown select
“1day” in report URL write your domain and
add /report checkmark “enforce” > Hit “Save Changes”

1 @)

report-uri: [ https://gowpcare.com/

O off
ect-CT is an HTTP header that allows sites to ot in to reporting andor enforcement of @On
e Tra es for that site

les the Expect-CT header, they are
ears in public CT logs.

requesting that Chrome

9) X-Permitted-Cross-Domain-Policies:
clickon “Edit” (2))

In there, select on and from dropdown
select“ by-content-type” > Hit “Save Changes”

O ot by-content-type(<)
at grants 3 web d
mite o these, perm

10) Feature-Policy : click on “Edit” (2))

In there, select on. Next we will only checkmark
following options: accelerometer; camera;
fullscreen; geolocation; gyroscope; microphone;
payment; speaker; usb; vibrate; vr

Once done, hit “Save Changes”

@ 10/

11) Permissions-Policy : click on “Edit” (2))
In there, select on. Next we will only
checkmark following options:
accelerometer; camera; geolocation;
gyroscope; magnetometer; microphone;
midi; payment; sync-xhr; usb;
xr-spatial-tracking.

On “fullscreen” option, select “self”

Once done, hit “Save Changes”

accelerometer [ none (9\
() ambient-light-sensor ‘ P ‘
A e (o <]
() battery ‘ none v ‘
@ o Ee)
O cross-origin-isolated ‘ none v ‘

accelerometer | fas (:]
() smbient-light-sensor | g H ]
(] autoplay [sor ] |
@ comen [rone @)
() cookie [er ~ H |
O doawrite [sor ] |
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To Be Continued.

We are always working on adding more tips here. Since you already downloaded our document,
you will be notified as soon as the updated version takes place.

Thank you for downloading and hopefully, you made your site more secure than before!
For any comments/help please reach out to us:

email: support@gowpcare.com
support url: https://gowpcare.com/contact-us/



